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AAKUIN N
MeazduavasanaUivesgunsaitiosfuaiadie (Firewal)

L. gunsnitlasiuaiedie (Firewall) $1unu 2 gunis lneliseas Sundasiolyus

1.1

1.2

1.3

1.4

1.5

1.6

1t

1.8

1.9

1.10

1.12
113

\ugunsal Firewall wia Next Generation Firewall wuu Appliance way a$1sduiitavh
wﬂ’nﬁmaﬁmmsmuau Application, User uaz Content 38 i Hardware 4781fiy
Usedn3n1mnIsMIuIUY SPU Hardware Acceleration laswen Network Processor
ez Content Processor

i Firewall Throughput %38 NG Firewall Throughput lusanin 10 Gbps Tuuuy
Appmix 38 Enterprise Mix w38 Enterprise Test Conditions

58930 Concurrent Session 1@ lutfasn3n 3,000,000 Sessions uag New Sessions/Sec
lsdidaendn 260,000 Sessions/Sec

¥9I3UNIAI IPsec Tunnels WUU Gateway to Gateway 1 2,000 Tunnels uas wuy
Client to Gateway %3 8 Client VPN 16l 1,800 Tunnels w586 n71 wazil IPSec VPN
Throughput ldtioenin 6.6 Gbps

fanuausalszanana SSL traffic (SSL Inspection} TaganuisnynsassgaL s
Hadsta shenisvih SsL Decryption (Wawuv Inbound Wwag Outbound )
5843UN15%1 Virtual Firewall/Dormain/System %3 8 virtual router I ag 191 08 10
Virtual Systems/VDOMs 38 virtual router

1 Threat Protection Throughput %58 Threat Prevention throughput dada Firewall,
IPS, Application control, Malware protection ldlsitfaendr 9 Gbps luuuy Appmix
39 Enterprise Mix %38 Enterprise Test Conditions

YaaifousialrioiBnuy 1 GE e 16/2.5/5/20G wuu RIAS vieRndn Funulidesnin
12 wasw

sipsdmiuRnda Transceiver WU 1G/10G SFP/SFP+ wloin laiteendn 4 ¥as
sipsdmiufiaRs Transceiver Wy 10GE SFP+ w3afindn Tatfosndh 4 H84
taudousiodmiu Management LU Out-of-band a8 etian 1 Wasa uaswaindavu
M1 HA wuu 1 GE RJ45 Tneawiy aghsae 1 wase wiamnin

Aaadl Storage wuy SSD dmiufivdoyasyuulaiteonin 480 6B litornin 1 wmize

i dashboard uannansldnuuvudigunsaiias Wenansayauewndiadu wu Top
applications Wagan uzn1sidaiy CPU nio Management CPU, Memory %33 Data
Plane (CPU) uaz Session %38 Session Count luguuuunswila

amnIsamuAN Users, User Group waw Application hitfasnda 2,500 applications iy

MS-Office365 ¥38 Office 365, MS Teams, GoToWebinar, WebEx, YouTube T 116y
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1.15

1.16

1.18

1.19

1.20

1.2]

1.22

1.23

1.24

1.25

1.26

1.27

WAN link su#n Policy base forwarding %38 SLA ﬁﬁmu@%’m Latency, Jitter, Packet
loss uazaIun3avit Fail-over link lauuusalud®
sevdumpdnatduayumsifiuganmnisdsdoya I Forward Error Correction (FEQ),
Packet De-Deduplication w38 Packet Duplication

fnauUR DLP Wonsasulng wazdoyaddy Ineiwuadaulawuy File Type, File
Size Wag Resular Expression ¢

ansaviviiesedu Yaadulasa (Anti-Virus) iunislday Web way ETP Ty

%
s

athatles uar awnsntiosfusennanudugs (Advance Threat Protection #3a Advance
Thread Prevention) laedlWafasasdulunsasasuiuszuu Cloud-based Sandboxing
iluagatiae

d@7U130 update content 310 threat intelligence 3119198308 R AU (External
Dynamic List) ¥38 a1u1508Wam Virus Outbreak Protection 1ngl453 checksum wig
an Augudeyaisivsmansusiuuy real-time Lﬁﬁlﬁ'ﬁwummsaﬂmﬁ'ﬂﬁaa'"lqmlﬁ
Wuagraiey

annsatesiunislauficnudaslwivasssuusineg 1n IPS signature, Protocol anomaly
30 abnormal detection @15 WLAN IPS Signature Bl EULALSataeRUAS
laudiguuuuananliifungraias

fiannuansnlunisvih Web Filtering w39 URL Filtering 1 adauszinmsules (Web
Categories) ?immsaé’wmmﬁmﬁwaqmﬁmﬁmnﬂﬁmaam:amm%’uﬂssﬁ’u
finuan50 DNS Filtering S8 DNS Security 1ot aafy DNS request 1Ug4 Botnet
C & C domainlsl

@71130 Update Services AnantAduaruuasnsfufiaue uas Signature linaos
S¥ELIADINTTUUTEA

a@1u15avin Routing Wuv Static, Policy Route %38 Policy-Base Forwarding, RIP, OSPF,
BGP uazawnsavin NAT64, 1Pv6 laiiuaeaia

ansasudayaiugnaiu (Threat Feed) :nnneuen Tugukuy text uag STIX/TAXII
Wngidian IP, Domain Name LAy Malware Hash 1§ violusuwuuiid udayaiannam
fanunsn update Tadnlus

il Power Supply wut Redundant Power Supply w3ouAnaNTR Hot-Swap vi3eaiunsn
namﬂ%’ﬁu’[éﬂmmgﬁqtnsﬂiﬁmua&d‘ (without service interruption)
gunstifiiaueannuivasiamsuleuns (policy) wasnissarn NGFW way SD-WAN 14
BNl Web Browser lalagansa

gunsaldedldTuseantssgiu FCC, VCCI, CE, CB diuagavios
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1.28

1.29

1.30

fazuv 2rA eldlumsBududmudminadrldon VPN saufu AD, Radius, LDAP
Tneiamnsaldmulfadneon 300 dudnd vioamnmmauassuudiuduluds 3 doly
annsaviauugaivuald

gunsal NGFW ﬁlauas’i’aaﬁm%‘éwmam'ﬁﬁnag‘lunq’u Leader 484 Gartner Magic
Quadrant d&w¥u Networks Firewall Tud 2022 vinlanan
nadliiilugunsnilieiuinateiivie Checkpoint (flosmnnissiguaissemalngld
nugunsaliosiuniayie ag 2 Tier uay Tier Afvanunsaldalsogsn 1 Tier iosamn
gerunsnvh MA fuivesedndosiléfegunsailiostundeteiie Checkpoint dae
wanagunaailsaiuindatnesta 2 Tier HusgAntudléiduive Checkpoint wilouiy

whilausslenigigalunsldam

2. :zuuvimsdaniseansigsruuazdmiudaya (Management/Logs/Events) 2a152Uy
fasnueSatng $1usu 1 svuu TnediswasiBenderaludl

2.1

2.2

23

2.4

2.5

2.6

2.7

2.8

2.3

LW UTZUUWLU Virtual Appliance ﬁa’lm‘ial,ﬁm'mﬂmwm’ﬁﬂi {(Logs or Events) ii
Aad uuugUnsaitestuinIatte (Next Generation Firewall) uaz SDWAN n1eld
m‘%awmamsﬁ%ﬁmﬁuﬁ’uqﬂn'miﬁl,aua'luﬂa 1

ANInRAReUL Microsoft Hyper-V Server uay VMware ESX/ESXi 1ot
firuennsalumsiaifiudoya log Wehnmeildlitonnin 25 GB oty vt awnse
14 storage @laifoenin 2 T8

T89TUNITYIUTINA Y Device Uag Vitual System/Domain 51118 25
devices/VDOMs/VSYSs

AWNTOUAMAD UL UavdoyaTeisyuuiiae log W Wiwalud Average Log Rate
(Log/Sec) w3e logaing rate, Hudi Storage ﬁlﬁLﬁa%’ﬂLﬁu'ﬁa:ﬁaﬁuamuué{mén (Device
Storage), Firmware Version %138 Software version, Serial Number, IP Address
ausauImIsIansseuLEulysiaaea HTTPS 61y Web Browser lilaenss Tagluday
Ao ovdnfifiudy wasluslanea SsH Isiflusdaion

Ltamﬂ?auua Threat Level (Critical, High, Medium, Low), i{’lU’JEﬂ%ﬂﬁLﬁﬂ‘ﬁvu (Incidents
%38 Repeat Count)

nansdoyanisldery la'un Top Source w5 Sources, Top Destinations w5 g
Destinations, Top Country/Region w3 & Top Destination Countries, Policy Hit 3
Top Rules, Top Application %58 Applications, Top Website Domain %38 Web Sites,
Top Website Categories 39 URL Categories @usgnatiay

mmsmﬁwumwnmmaa‘z}'mﬁa‘ﬁ ROANISUAALHALLY 563U, S788UMY Laziuue
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2.10
2.11

2.12

2.13

2.14

2.15
2.16
2.17
2.18

aunsadenuandldiauuusay (Al Devices) vialanams Devices flauls
LLﬁﬂ\}’ﬁ’a%ﬁ Resource Usage #38 Health monitaring ﬁ‘mluﬁ" CPU Usage, Memory
Usage, Concurrent Session %38 Count (Sessions) 16

wensdaya SD-WAN lsiun SD-WAN Application from rules 38 SD-WAN policy rule,
SD-WAN Device Interface Bandwidth %59 Maximum upload and download speed
of a physical, Link Health Status Link Health ¥$§8 Link Notifications, WAN Link
Quality %38 path quality (Latency, Jitter, Packet Loss) ldiEuatnatan

GRERMER LLaﬂwyaz.La Log 4% w Date Time %5 ® Generate Time, Source IP, User,
Destination IP uay Services %39 Application Toluogeioy
AINI0UTULA918371 (Customize) uar ARasNTULLUTIB31Y (Clone %38 load
template) 2INT8uALLE

mmmﬁemmmiaaﬂiwmu (Schedule Report) i

fisduuusieany (format) léur PDF, HTML %38 CSV was XML 14

aunsodwiodaya log Wdszuuduld Tuguiuy SYSLOG uay CEF Format 14
mmmnﬁanﬁmﬁgals'fﬁu’uwuéesiaﬁaqa log iU (Collector Mode viaifieuini) uas

TBUUUIMTIANTINAIuNEN (Management Mode)

3. 3£UU 2 Factor Authenticator 97u7u 1 S=Uy

3.1

3.2

3.3

A50F AR U ULAT 9Y BT e (Server) lugYi v Virtual Appliance %39 Virtual
Machine (VM) 283msgnguiviauszinalnela

siavansauImsdantsgunsal dwiunislian VPN vhausuiy AD, Radius, LDAP
&

foeannInliau VPN 1alitesnia 300 Avdvs
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