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MANUIN N
Mvanduavesguaniivesgunsnitlosiuaietne (Firewall)

1. gunsaillasiuiiadne (Firewall) $1unu 2 gunsal TnelinsasiBendiolus

1.1

[
ro

1.3

1.4

15

1.6

1.7

1.8

1.12
1.13

1.14

L“fm'qﬂﬂ‘iﬂj Firewall %in Next Generation Firewall wuu Appliance uag a%”m‘ﬁmﬁaﬁ’]
wi1finsandunazaruau Application, User ua Content w3 & Hardware %7817t
UsE@nS MWANSHIUILUY SPU Hardware Acceleration tasuan Network Processor
waz Content Processor

1 Firewall Throughput %58 NG Firewall Throughput ldaen71 10 Gbps Tuuuu
Appmix %38 Enterprise Mix W58 Enterprise Test Conditions

5893 Concurrent Session 1 latiasn71 3,000,000 Sessions waz New Sessions/Sec
lulaend1 260,000 Sessions/Sec

7935UM5@314 IPsec Tunnels WU Gateway to Gateway 16 2,000 Tunnels was WUy
Client to Gateway %38 Client VPN 1# 1,800 Tunnels %5 96071 wazsl 1PSec VBN
Throughput lidasnin 6.6 Gbps

finnuannsaUszunana SSL traffic (SSL Inspection) Tauaunsaviin1sesisaaunsav
Aafidsia fhennsvi SsL Decryption (#auut Inbound wag Outbound )
3843UN15Y11 Virtual Firewall/Domain/System %3 8 virtual router la a8 13088 10
Virtual Systems/VDOMSs 39 virtual router

3l Threat Protection Throughput %38 Threat Prevention throughput dlada Firewall,
IPS, Application control, Malware protection ldlaitaen1n 9 Gbps luwuu Appmix
%39 Enterprise Mix %39 Enterprise Test Conditions

YpafonroirIoTBuuy 1 GE v3a 16/2.5/5/206 wuu RI4S viteRn Junuldtesnia
12 wosin

dosdm3uiinds Transceiver WUy 16/10G SFP/S7P+ 3afini iitoandn 4 vas
YosdwiuRans Transceiver WUy 10GE SFP=+ wiamnda lidasnth a ¥4
taadauradviu Management Wuu Out-of-band ateday 1 wade waswasnda vy
i1 HA WU 1 GE RJ45 Tnaiawiy aghas 1 wase viefinin

weall Storage wut SSD dwiuiudoyasyuulitoundt 480 6B Livfosnin 1 wmie

il dashboard kanmanslduuuiigunsniiag iauanstoyauenndiady Wy Top
applications uasan1uzn1sldeu CPU 39 Management CPU, Memory %58 Data
Plane (CPU) ua Session %39 Session Count Tuguuuunswila

FW30AUA Users, User Group uaz Application litfasndn 2,500 applications iy

MS-Office365 w38 Office 365, MS Teams, GoToWebinar, WebEx, YouTube vy,

! Iy



115

1.16

1.18

1.19

1.20

1.21

1.22

1.23

1.24

1.25

1.26

L.27

WAN link #3#1 Policy base forwarding %38 SLA Fifmuaan Latency, Jilter, Packet
loss uavaIwnsvi Fail-over link louudslug®
sae%’umﬂﬁﬂaﬂ’uauunmﬁmmmwmiefﬁa:%la 1AuA Forward Error Correction (FEC),
Packet De-Deduplication %38 Packet Duplication

InauTR DLP Wons9dulng wavdoyad iy Inzdmundavulauuy File Type, File
Size uaz Regular Expression la

annsavuiinsaesu dasiulata (AntiVirs) iunistdan Web way FTP 16y
a8 eLey uay amwmﬁaqﬁ’uﬁ&anmwf’u%a (Advance Threat Protection %38 Advance
Thread Prevention) laeatlviadosasdelunmizasuiuszuy Cloud-based Sandboxing
Tondusdaies

@11150 update content 310 threat intelligence 31T 199INE R AU (External
Dynamic List) %58 @111308%La% Virus Outbreak Protection 1nel4335 checksum 1ie
Anin Augrudeyaidrmawintusivuy real-time Lﬁa’lﬁszuummmﬂmﬁulﬁaehamlﬁ
Wuetetloy

annsalesiunislaufinugaslwivasszuusiieg 10 IPS signature, Protocol anomaly
w39 abnormal detection @usndwiav IPS Signature Wisl¥szuuansatesiunis
ladisuvagalmuoenation

Hauamnsnlunisvih Web Filtering w8 URL Filtering i adaussinniiules (Web
Categories) fiamnsndwaniuiduomansosldraanssosnmiulse iy
fin1uaunsa DNS Filtering w158 DNS Security (i atiaaiu DNS request 1Ué Botnet
C & C domainld

#11130 Update Services Amauyfiniuariulasndofiiana uay Signature Innaan
SYEEANDINITIUUTEAY

a7150%11 Routing WU Static, Policy Route %39 Policy-Base Forwarding, RIP, OSPF,
BGP wazawnsnvin NAT64, IPv6 eiliuateion

ansniudeyaiunnam (Threat Feed) 21nn1eusn luguLuy text uas STIX/TAXI
lneiden 1P, Domain Name Uz Malware Hash 1 visluguuuuiill gndoyadeanany
fiaunan update lHanluls

i Power Supply WUt Redundant Power Supply WIBUANEUTR Hot-Swap vi3aaunsn
aam‘u’ﬁEmlﬁiwmsﬁqtn'i*:\iﬁ'muag,j (without service interrupticn)
gunsaifiauaasnLvassanislovie (policy) wavnTsmeAn NGFW uay SD-WAN 18
s Web Browser lalaaass |

gunsalsaslASusBINNRSs FCC, VCCI, CE, CB uagnadas
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1.29

1.30

Jevuu 2FA ialdlunsBudumeudaiunadnldog VPN sy AD, Radius, L DAP
Tnefiaunsaldemidaceos 300 Soind wioawsaauoszuuiiinduluda 3 (Holy
AU utaivuale

gunInl NGFW *ﬁlauaﬁ'aaﬁm?awmanwﬁ’waq”luaq’m Leader 989 Gartner Magic
Quadrant &w3u Networks Firewall Tud 2022 wialangn
vasliilugunseilasiuaiauiivie Checkpoint (Lﬁ:aamnmsmﬁumwsmmﬁlmw
nugunsaitiostunione of 2 Tier wax Tier fidmmunsaldnuldagsn 1 Tier ifioasn
deannanvh MA Audwewmdniuaildfogunsaitsstuiniatieiie Checkooint #e
wanagunsaitiasiuaiatnets 2 Tier fuagjﬁmﬁuﬁﬂﬁtfﬁuﬁﬁa Checkpoint milaufiu

whilduselamigegalumsldam)

2. ssuyvinisiamisaansiesiunazdaiudaya (Managermnent/Logs/Events) 132Uy

asnuasagng Svwau 1 syuu lnedisweasdonssalus

2.1

2.2

2.2

24

2.5

2.6

2l

2.8

2.9

WD usEUULUL Virtual Appliance ﬁa’luﬁmﬁm’mimmqmizﬁ {(Logs or Events) 7
sﬁm%’yuuuqﬂﬂss\iﬂ'aaﬂ”ut,ﬂ%‘a‘z;'w (Next Generation Firewall) uay SDWAN nela
wEsmnsnsd LR fufugunseiftauslut 1

a’luﬁﬂﬁﬂsﬁg\mu Microsoft Hyper-V Server wag VMware ESX/ESXi 16
fimwaunsolumsiafiviaya log ieTinsevildlitaunin 25 6B satu w28 dwwnsn
14 storage 1¢lsitfounin 2 T8

TEITUAIIVINIUTIUAY Device Wag Vitual System/Domain 53114 25
devices/VDOMs/VSYSs

ANNTOLARIANTUY Uazdayarassuufide log W Todmolud Average Log Rate
(Log/Sec) %38 logging rate, fufl Storage ﬁl‘ﬁ';ﬁa%’mLﬁu’&'@m‘jamaaszwﬁaﬂén (Device
Storage), Firmware Version %38 Software version, Serial Number, IP Address
aunsausmistansssuuiulusinaea HTTPS 6w Web Browser Ialaenss Tagludas
Rosswarisuasifiudy uaslusinaoa SSH Tiduadration

LLam‘fj'mala Threat Level (Critical, High, Medium, Low), ’5’!11’)1;?1%@“3@91%’13 (Incidents
%38 Repeat Count)

nanegoyan1slyeru ldun’ Top Source u§ 8 Sources, Top Destinations w2 a
Destinations, Top Country/Region w3 ® Top Destination Countries, Policy Hit w3 @
Top Rules, Top Application 58 Applications, Top Website Domain ¥sa Web Sites,
Top Website Categories %38 URL Categories Iiiluatnatay
mmmﬁmuwﬁ’;anawaa*ﬁmﬂa"ﬁ"ﬁmmmamwmmu ST, TEdUA waziviua

naniidy (Custom) Tausgnatiae



2.10
2.11

2.12

2.13

2.14

2.15
2.16
2.17
2.18

annsadenuandldviauuusiy (AU Devices) viaEomany Devices faula
wansdaya Resource Usage ¥ Health monitoring fanalufl cPU Usage, Memory
Usage, Concurrent Session %38 Count (Sessions) 16

wansdaya SD-WAN Ldun SD-WAN Application from rules ¥3a SD-WAN policy rule,
SD-WAN Device Interface Bandwidth %58 Maximum upload and download speed
of a physical, Link Health Status Link Health w58 Link Notifications, WAN Link
Quality ¥3e path quality (Latency, Jitter, Packet Loss) Idifiusgnatios

A1UTTONAAIT B A Log LYy Date Time %5 ® Generate Time, Source IP, User,
Destination IP waz Services ¥5a Application Isiusgnton

A12130YFUNI 9918910 {Customize) way ARaanjuuuLTIEY (Clone wia load
template) $1n5189LALlA

mmsaﬁgmmmmanswmu (Schedule Report) 1ot

Uduutsieay (format) leur POF, HTML w30 CSV uas XML ¢

anunsadesiadaya log ludvszuuduld Tuguiuy SYSLOG uax CEF Format 1¢
mmsmﬁanﬁﬂﬁ‘jﬂﬁﬁmuuz{ma*ﬁ’aga log 1 (Collector Mode v3aifituiin) uas

ITUVUIMIAANTTIINEIUNAT (Management Mode)

3 §¥UU 2 Factor Authenticator 31u2U 1 S=uu

6

5.2

3.3

A6 AR IUULAT BU1BUUYE (Server) lug iy Virtual Appliance %38 Virtual
Machine (VM) vasmsenguusialsemalngls

siasaunsavimsianisguasel dmdunsldon VPN vhawwdudu AD, Radius, LDAP
o

fiosanunsnldan VPN aldtesnin 300 Svans
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