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10,
11

i2.

13.

14,

15.
lé.

17
18

19.

LONHATTLUL

ABEHURETRGTU S
Wsunsutesiub3admiueToauians aunsofinddussuudiifinig 2008 R2 SP1 64 Bit,
2012 {64 Bit), 2012 R2 Standard (64Bit), 2016 (64 Bit), 2019 (648it)
annsatesinlada Ransomware 16

fionsnnaniatosiunsl] Exploit Prevention, Behavior Detection,

1

s

fieaidudasiunislaniintessuudiaind(Network-Attack) Tnsvsfiasaunsnoensioau
nerfumslaimeszuudindnduazannsavimsBlocomsgrlaufldlngsaluf
aunulndluguiuy Compound files, Installation packages way OLE objects I
amnsavinsiiuseanden (Inventory) 184 Software Wag Hardware LeSasusiingld
asatdostunauiladalumiosld (self - Defense) MnTUsuNsUTUSURT MR AU ST
wewudannisvihe wie winssvavsennaeuinned

81303 scan 1agldly scan wionsivdeulvdipusiteanialunisnsavanulng
ANNINNIIUTWAY Firewall w84 Windows Server 16
amnsamuuatazAIuamMsldnuveuTinsuULAT oYl
aunsafsuadnfetosfunisldauguasddundondafuinissdeldlae
#ari%u Device Controllé
Rasannsaguanaruimsiamsiuniognineiiieglumseguuissemalneldiiuesed
Wiunsuuimidanisdeesesdunisldeiy Database Microsoft SQL Server 2014 Express
SP2 (64bit) 79ANI1 KAazTOITUNITIEIIU MySOL Standard Edition 5.7 32-bit/64-bit n3o
Ainan '
TUsunsuudmsdamsnandaesesfunisidawuiu Windows 10 (64bit), Windows server 2012
(64bit), 2012 r2 (64bit), Windows server 2016(64bit) All edition , Windows server
2019(64bit) All edition

TU?LLH$3Jﬂ”ﬁU%Wﬁ‘i‘fﬂﬂ'lSﬁaﬁmmiﬂﬁﬂﬁ‘ﬁdgﬂlmU‘UEN On-Cloud wa On-Premise
mmm%’ﬂﬁ'ﬁam%qmmuﬁwnmw'%am‘%‘lmﬁqwum?mﬂwﬂmﬁuunma ivareipdoaiiads
ﬂa:\;auazé‘i’muﬁﬂﬁwwﬁwméaa%’mmnmxu‘%mﬂﬂsLLniuﬂaaﬁuh%’amnquénmaﬁmamas
\A3RIgnTe

annsarwusdvsliiudguassurlumsldaumuimsianisiunnatu
flusunsuildidadadauinasdanisuuvon-Premise loglusndugosiunasld
Remote-Desktop U administration console, Web console
aunsouanssienuveslidiigndrsestoyaliningnavly (backup) nie Taufnfu

{quarantine) DIlAandrunans vie anunsadsdudrlwdadananlfendiunans
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20.

21.

22.

23.

24,

25.
26.

27.

aumaiinisfiuiazdrsegndoyavsnaiosuitiaiietesfulunsdssuufonmdemy
(Backup copying and restoration)
lsursunisuinsdanison-Clouddosamsaimuamsidildluzukuunisi (Two-step
verification) ¢
Tsunsuumsdanissosanunsamuguuinisdanisuouilasaldfoluilulusunsauims
IAMTAELT WU Virtual, Windows, Linux Mac OS, Mobile devices, Embedded Systems
#1150%1115 Update lnsdmualiindosgndu q iluundsvosnisidaun update 16
(Agent Distribution points )

asavhnisfiuieasiden (Inventory) 194 Software Was Hardware HaiAToquivouay
iweagneneld

Wswnsnuinsdansannsooen Report luguuuu POF wie Microsoft Excel 16t
@1u130A1IMUA Password taanuisouilunda Uninstall TUsunsuléennTusunsuuinng
¥An13 Anti - Virus 161

annsofimuaniseniiunis Scan Tnsseydiu uwanalvdldaunsaianisds scan Tng
On-Demand 1 (Trusted Zone)



aumiagmivivsunsulisstulfaeiasnauimasuuunnw (Notebook) 813U 200

a &
ng

1. amnsefamlusunsuudmstanislalunios Windows 10, 8.1, 8, 7spl, Windows Server
2008 R2 SP1(64 Bit), 2012 R2 (64Bit), 2016(64Bit), 2019(64Bit)

2. dnnsaivua ayga/ldeygn/udasiou nsdldnu website voe user usiazauld

3. annsaidanmsldauredlusunsu (Application Control) Iaendaniu Black List, White
list a3 Application 16

4. amnsodpiiuniosiiin Ransomware vmadnswauy Share Folders, Map drive lawas
AmuaalunniilgeuShare Folders ndsnnyinistestuudl (Protection of share folders
against external encryption)

5. fifaridu AMSI Protection Provideriivinnns n3293Uscript malware At
MS office file, Archives, Distribution packages

6. g Anti-Bridging Warmuamsdessowdetowu LAN, Wi-ri Wldwemaniadoussld
\Wesetudie Taglidndusies block Ussinvussgunsaluny

7. anansnayye/bisyya n15ldugunsainnnidinan Removable Drive, CO/OVD drives,
Smart card readers, External network adapters, Portable devices, Cameras and La¥a11158
dnrsiudeyanisidendwdidu aulng afralwdlvs uugunsni Removable Drive uagoan
71897 (Report) Ia

8. ﬁ‘?\lﬁ)i)i’ﬂmﬁuﬁﬁﬂmﬁuﬁ\ﬁ Export Prevention, Behavior Detection, Machine learning ,
Ransomware, PowerShell & script-based attacks -

9. iNasfudasiunislaufiviesssuuiinidind(Network-Attack) Tneasfiosanunsnasnsasaty
LﬁmﬁumshuﬁmwsuuLﬁmﬁnéuasmm'snﬁﬁms(Block)msgnhuﬁlvﬁmaé’mluﬁﬁ

10. ﬁﬁaﬁ'ﬁl’um‘sﬂaqﬁ’umﬁQnﬂaauuuﬂLLamLma(MAc spaofing protection) $ndnutussuu

11. mmiﬂﬂlmu‘lwé'lugﬂuuu Compound files, Installation packages way OLE objects ¢

12. ansnsatosiuuouihialumiesld (self - Defense) nlUsunTLfBusunTwsiataunsd
wengmudennisviiru ule winseiaueanainaenfime

13, @131 scan Tagliily scan wionsraaeulwdind s malulad iSwift uay iChecker
Waldurmmsaunuraslugsineg Wunseanarlumanmaaaulng

14. AMN30%ULUY Personal firewall

15. fimeluladnsiageutoslud (Vulnerabilities) vo4 Software meluniasuiinsuasiaiasgndie

IevanuanTUTUNSUUIMSTANT
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16. srurmdoyafsafufanssuiinasdsloedaund iheAudtlussuudjiinis (Remediation
Engine) wiaansafouduainisvianilu Operation System nsel Malware afamnundeniy

lu Operation System {Roll back action)
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