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LONETTHUY 1

SI9azBUAVDITEUU IP SEelnanazssuuusniIsInnIssaane

1. sz2uu IP sverlna S1uau 2 ya lnsusasyaiiaauifduindieluil

11 ssuuiinauedeadu Vitual Appliance #ioenuuusidmsusyuu DNS, DHCP wag IP
Address Management Tagianiz Faazfosiansldnuuusyuy VMware ﬁmimqwm—ﬂssmﬂiwa
uagil DR Site 7 TOT Amsenguuvisyszmelngldarueglutagiuld

1.2 awsal¥iu3nns DNS, DHCP, FTP, TFTP, NTP uag HTTP File Distribution leiduatatios

1.3 5995U DNS Query lalitiosnin 22,500 Queries per Second kags835u DHCP Lease 1ol
1peNI1 150 Leases per Second

L4 @wnsavimsianisgunsalanngudnatauuy Gid  sunsidenseuwuy Secure
Communications ¢ 1iteauazainuazauUasadelunisudmssanis

1.5 awnsadesiunislau@ DNS DDoS wuu NXDOMAIN Attack wag Phantom Domain Attack

1.6 aw130vin Software Upgrades ‘Lﬁﬁuqﬂnizﬁﬁ"’wumhuquénmaléf Tneseadustauuy Manual
wag Schedule WazaIWNTOAUNGU (Revert) Software Version nouuntlasae backup partition
nelu Virtual Appliance 1g1

1.7 dpagnvinisila Service ﬁlﬂiﬂ"wLﬂwiassuummniswmcgwﬁm (Hardened Appliances and
Operating Systems) wagsoslioygals Login #e Root Taefianansaniirvesudndet 7y
wihdesusewmanturindeutues

18 s9e3unsldau Function  #1u Security Sugadasialuidldlusunnn Tasanansalaldam
Function l¢laensde License w3 Subscription isdailusunan

1.8.1  DNS reflection #38 DDoS attacks
1.8.2  DNS ampilification
1.8.3 TCP/UDP/ICMP floods
1.84  Random sub-domain %38 domain lock-up attacks
1.8.5  DNS-based exploits
1.8.6  DNS cache poisoning
1.8.7  Protocol anomalies
1.8.8 Reconnaissance
1.8.9 NS hijacking
1.8.10  Data Exfiltration (using known tunnels)
1.9 5845UN15¥I Global Server Load Balancing (GSLB) UuszUU Authoritative DNS Server e

dmsAnves User TUda Server Uatavisle wazaiunsavin Health Monitors %3e Health Check
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Y35 PDP (Packet Data Protocol), SIP, SNMP uag HTTP Ieiflusgatieslusunan lnsanunsadald
91U Function é#aen1sde License tiutiu
110 5093u APl uuuwdarlinuiilevhaudaniugunsainwanulaendoiedetns fuioluiify

agutiaellusunan Tavamnsadaldau Function 18laennsde License wie Subscription Ly
Tuowen

1.10.1  Advanced Threat Detection

1.10.2  Threat Intelligence Sharing

1.10.3  Security Information and Event Management (SIEM)

1.10.4  Vulnerability Management

1.10.5 Network Access Control (NAC)

1.10.6  Next Generation End-point Security

1.10.7  Next Generation Firewall (NGFW)

1.10.8 Web Gateway

1.10.9  Security Orchestration, Automation and Response

1.10.10 ITSM/ITOM/Security Operations

1.10.11 Cloud Management Platforms

1.10.12 Service Provider Services

1.10.13 Public Cloud

1.10.14 Private Cloud

1.10.15 Next Generation Data Centers

1% a Y 4 ) S o Y
111 annsaidalisyuuudmsdanis IP Address vis 2 yaiidnauslulassnistl vienludnwoe

Active-Standby eilusenstiey

2. sTUUUIMSIaNIsIATeYe 1wy 1 sruu Siseanduadureluil

2.1 syuuihwauadeadu Virtual Appliance Mleanuuusndmiuuimsians Avaoy wazam
aumslfnuuusruueietnelasianizuaransafenaliauuuszuy VMware insenguiislseme
Inglgaueglutagiule

22 @WN30RIRABY (scan) sruUIATETY LRoNT193U wardnassgunaalldvanuy Agent uaz
Agentless uazai1931n15UNTR] (Inventory) fimsawuuuieiotels

23 @wisoiame wasuinissanisideindlunans (Centralized deployment  and
management)

24 @unsommuaulguisiiedndanisidnds VLAN - Augunsaliinsaanuniseannlidniumiy

v [J (3 P 14
YoANUAYDIDIANT (compliant) e
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25  @WNINTIVTIM UazATIRdeuTeyauLgUNInilATeY1e (WY Switch, Router, Access Point,
Firewall 1838015 SNMP, CLI, RADIUS, SYSLOG, APl and DHCP fingerprints ¢t

26 fauainnsovin nszuiun1Insiadeunaulyeiu (onboard process) wuudaludFlvidu
endpoint, user way guest 1@

27 fiwadalunsilnswdiiensiaaou user, application wag device UuASetY IP Range,

Y a

Location, Vendor OUI (%mwam), SNMP, Persistent Agent, DHCP Fingerprinting ldl{usenstioy

v

Doy

28  fiavAnilun1sdanisiu port ude device vuadetaeldliioandn 1500 3vans wiedvans
lidana License

29 awnsavh Web Authentication 3 HTTP Authentication ungléauszuuiaiete ey
nmsuduimuneuldauld Tneasaasuainugnsieswastoyargldeusauiu Directory Service 1y
LDAP, RADIUS wag Microsoft Active Directory iillusthatiay

210 awnsorluauyanantsueniozidunldnuniedis Guest) 16 Tasilszuu Guest
Management WA Registration Portal \ileuiusdansnsidrfianietrsvesyananisuen tneil
eandonnseluil

211 aunsawisdnsoenidu flidaasm (Guest) winnudaasm (Contracton) 1¢f

2.12 aunsafmun template tite ¥u v3e aygIRLensMURAYANS LK

2.13 awnsadmuaegnisldanuvealnydgld (account duration)

214 awnsafmuaideulunissaen Username/Password figaansle

2.15 awnsamunualvameifoumesiiels (self-registration)

2.16 5035UN15UUNN log M3a51e account 1@

217 awnsafvun portal  dmfunisideusaaietie wavameideuls lnsaiuisouenni
user/host profile la

2.18 a1w1snnInua policy m‘uﬁ;aulm Location, user or host group WAYAINUIWIAN
(Schedule) 16t

219 anunsadeusefusyuuduniu REST API 1

220 awsaviausauiuszuuinwiauvasndedu iedeatudvanaulduuudnlugdd
(automate threat response) LLazﬁQLﬁamﬁaa&aﬁmé’n (contextual information) gt

221 5995umsvheuluU High Availability wuu Active/Standby Isilusenaies

222 aunsofmuansidaiieu ammmmnsaifaieluiily Wuehties

223 mseAnfinsasunlas (Access Configuration Modified)

224 \fin/UAsuuUas/au Tay REST APl

225 uiudeuiileluiuses (Certificate) Adazuunang

2.26 wiandeudednaunsldiulndasy waniumudedvdle

227 5895UMSUINLFABU (notification) NA1UMIY SMS waz email ailuogaiae

A s
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2.28 @ wu15an policy simulator 1nen1591a84 host, adapter Wag user INOVIAABDY policy NBY
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